A Message to Teens: 8 online safety tips for protection
against traffickers

L

7.

Your personal information is...personal, keep it that way.

Sodia networking sites are awesome, but you do not want Just amyone knowing where you ve, where
you 9O 10 school, o how Ol you are, This is your persoral information. Pecple that you know wil
already know this information anyway, so there's no reason o post it

Maximize your security settings on your social networking site.
Use the highest security settings on sodial networking sites,

Only add people that are your true friends to your Friends list.

Anyane can take a picture from the [ntemet of an attractive teenager and say it is them. A good rule
of thumd 5 1o only Dacome “Irendss™ with peopie who are your true friends. [gnare or decline friend
requests from males or FEMALES that you don't know well, especially f it s a flrty fiend request.
Traffickers may try to connect with you by posing as your acquaintance or as a friend of a friend.
Female SUBNgers of ACOLAINtANcSS online CAnnot be trustad any more than maks. Here is why: 42%
of human trafficking recruiters are women OR 7t could be @ man using a female profile to lure teens.

Establish your boundaries.
Don't worry about the passidlity of "offending” somecne that you may know or don't know for
ignoring or dedining thelr friend request. You can send a simple messagas oft “Sorry, but 1 am not
comfcrtable with fending pacpie [ dont know very wel.” Clearly setting boundaries and stating your
discomfort s a good habit to have, 50 practice now!

Protect your pictures!

Do you really want human traffickers and pedophiies across he workd 10 588 a pictiure of you in your
swimsuit? Or at your high school? Or with your family on vacation? Or you dancng with your friends at
that party? Posting pictures on your sacial retworking profile is a great way Lo keep your friends
updated with your life - but you do nct want to keep STRANGERS up-to-date with everything in your
iife! Facebook photos draw in the predators. Another measure to protect your photos is to ask your
friends 1o not tag you in photos, or untag the photos, NEVER send a photo of yourself to someone that
5 not a frend that you know In person, Traffickers befriend youth online, they are patient, taking their
time to buld an onfine friendship or relationship. NEVER send a sexually compromising photo of
yourself on & phone app or online. TrafMickers will use thess phatos to Blackmal people into foroed sex
or labor,

. Know the red flags of online trafficker behavior,

Red flags include showering you with complimants, sending you gfts, making grand promisas,
ENCOUNAGING/ SLPECITING YOU In running avay from Pome or MOoving in with him, making you doubt
your famuly and friends’ loyalty, love, or concem for you, or anmy comments that undercut your
relationship with family, mantors, friends, teachers, etc,

What to do if you've already accepted friend requests from strangers or acquaintances,
1f you've accepted a friend request of a stranger or acquaintance that you don't really know or trust,
unfriend them or at the very least black this person, here Is how:

httos:/lvwew facebook comdhelp/ 226326365 118751/

You gotta report!

Report Inappropriste messages ar parsistent strangars/acquaintances to the social networking ske. See

link abowve in #7 for instructions on how 1o file 8 report with Facebook. IF you are using other sooal
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compromising photo, immediately report it to your school or the police. Again, traffickers will use
compromsEng photos of teens 10 blacumsll them Into sex or Rbor traMcking,

Learn more® wiW.endhumantrafficking org



A Message to Parents: Tip to help keep your children and
teens safe from human traffickers

1. Know who their friends are. Your child may be friends with someone who is involved in & sax
tafficking ring. Watch your child's friends closely. If you do not know who they are.find

out! Middle schoal children are the prime target for human trafficking, 50 get Invoived In your chid's
school 5o that you know who s who.,

2. Remind your child and teen to keep their Facebook pages and any social media profile
pages private. Predators use soclal media sites to find girls and boys they want to traffic,

3. Keep your child busy with healthy extracurricular activities that they enjoy. Fimps and
predators surf mals, parking lots, fast food restaurant parking lots and quick stop gas stations to find
their next victims. They are recrulting kids where there is [ittle adult supenvsion. Getting your kds
Imvolved In organized and supervised after school programs is the best prevention method, If your
child is telling you they are going to "hang out”, ask questions and check in with them frequently,

4. Educate your child about human trafficking. It is 2 reality in our world and inform them of
the forms of human trafficking, the reality of the cangers In our own community, typical recrutment
mathods, the red flags of human trafficking, and that recruiters can be male, female, strangers, or
acguaintances. One of the main things for your child to know Is that the pimp or predator will more
than likely call them by name over to the car. They have usially found them on Facebook or through
conducting some research, Tel your child to never walk gver to 3 car that they do not know. Having
said this, it is not uncomman for you and your child to know the pimp/predator. When your chikd
heads out for the night, ask them who their safety buddy will be, and tall your child/teen to stick with
this person,

5. Look into a GPS device for your child. Many professionals recommend the Amber Alert GBS
systam- The software can be added to & smart phone or can be & small device that your child keeps
In 2 pant or coat pocket.

6. If you have suspicions, comb your child's computer, cell phones, iPads or any digital
devices and their bedrooms looking for clues, I you have a hunch that something is going on
with your child that could put them in danger, your hunches are probably right. Cell phones,
computer, and cther mablie devices are privileges, not rights. Dont let your child make you fael guilty
for keeping them safe. You are their parent...not their best friend. While you may also be & great
friend, as a parent, it Is your responsibility to kasp your child safe.

Learn more . Www.end humanteatfick i'(lg. otj



A Message to Teens: 8 online safety tips for protection
against traffickers

1. Your personal information is...personal, keep it that way.
Socal networking skes are awesome, but you do not want 15t anyone knowing where you Iive, where
You 9o to schoal, or how old you are. This Is your personal Information, Peopie that you know wil
already know this information arywary, 50 there's no resson to post it

2. Maximize your security settings on your social networking site,
Use the highest sacurity settings on socal networking sites.

1. Only add people that are your true friends to your Friends list.
Aryone can take a picture from the Internst of an attractive teenager and say It s them. A good nde
of thumb is to only become *friends” with people who are your true friends. Jgnore or dedline friend
reguests from makes or FEMALES that you don't know well, espedally i it s a Nlirty friend request,
TrafMickens mary try t0 CONNECT with you Dy POSING 35 your acquaintance of as a friend of a friend.
Female strangers or acgueintances onling cannot be trusted any more than males. Here & why: 423
of human trafficking recruiters are women OR It could ba a man using a female profile to lure teens,

4. Establish your boundaries.
Don't worry about the possibility of “offending” someone that you may know or don't know for
ianoring or declining their fiend request. You can sand 3 simpie message of: “Somy, bet T am not
comfortable with friending pecple 1 don't know very wel.” Oearly setting boundaries and stating your
discomfort 5 3 good habit to have, so practice now!

5. Protect your pictures!
Do you reslly want human traffickers and pedophiles acrass the world to 5ee 2 picture of you in your
Swimsuit? Or at your high school? Or with your family on vacation? Or you danding with your friends at
that party? POStING piCtures on your social networking profile is a great way 1o keep your friends
updated with your ife - but you do not want to keep STRANGERS up-to-date with everything In your
ife! Facabook photos draw n the predators, Another measure 1o protect your photos is to ask your
friencs to not tag you In phatos, or untag the photos. NEVER send a photo of yoursel to someona that
& not & friend that you know in person. Traffickers befriend youth online, they are patient, taking thelr
time to bulld an online friendship or relationship. NEVER send & saxuslly compromising photo of
yourself on a phane app or online. Traffickers will Luse these photos to blackmail people Into foroed sex
or labor.

6. Know the red flags of online trafficker behavior.
Red flags include showering you with compliments, sending you gts, making grand promises,
encouraging/supporting you in running awary from homa or maving in with him, making you doubt
your family and friends’ loyalty, iove, or concenm Tor you, Of any comments that undercut your
relstionship with family, mentors, friends, teachers, etc.

7. What to do If you've already accepted friend requests from strangers or acquaintances,
1f you've acoepted & friend request of & stranger or acquaintance that you don't really know or trust,
unfriend them or at the very least block this person, here is how:
bitos/ fewefacebook com/haind LLEG263ES LTS U/

8. You gotta report!
Report inappropriste messages or persistent strangers] scouaintances to the social networking ste. See
link above In #7 for instructions on how to file a report with Facabook, I you are using other sodal
retworking Sites or applications and you wikness somaane being harassment or bullied by a
compromising photo, Immediately report it to your school or the police. AZain, traffickers will use
COmpromising photos of t2ens o Diackmail them into sex or labor Uaflicking.

Learn more," www.endhumam‘mi:ﬁckm%.orq



